Auditing and surveillance can provide feedback on how users are
employing the ADP system. Such techniques augment the security
controls of the ADP system. While existing manuals require that
records be kept of logins, file creations, file accesses, and .
classified outputs, 1t is equally important that attempts to
circumvent the security rules be recorded as well. In additionm,
changes to system status should be recorded so that an accurate
history of system operation can be maintained. Additional items to be
recorded would include: failures of logins, file accesses, file
creations, or classified output attempts; changes to access
privileges; changes to directories; downgrading attempts; hardware
failures; and, system crashes. The system security officer should be
provided with the capability to monitor security-related events while
in progress, as a means of detecting violations as they occur. The
extent to which these auditing and surveillance features would be
incorporated into an ADP system would depend on the requirements of
the specific ADP system.

AIR FORCE REGULATION 300-8

Air Force Regulation 300-8, "Security Requirements for Automatic
Data Processing Systems (ADPS)", establishes policy and assigns
responsibilities for the implementation of ADP security procedures in
Air Force systems. This regulation presents the Air Force-specific
amplifications to the security requirements and procedures put forth
in DoD 5200.28 and 5200.28M.

For any system, a model must be developed, incorporating the
minimum requirements; such a model can be used for comparison to the
actual system and determining the adherence to the minimum
requirements. This regulation must incorporate the concept of
developing a model as a means of checking a system and its security
procedures.

As in the previous two cases, this regulation does not fully
explain the requirements for design and production controls during
system development. The regulation does state that the application of
design and production controls during system development must be
assured; however, details on these design and production requirements,
and the responsibility for setting these requirements, are lacking.
An additional paragraph must be added to the "Minimum Requirements”
seccion to expand on the requirement for adequate security controls .
during design and production. In the responsibilities section, the
responsibility to set the requirements of design and production
controls must be added to the stated responsibilities for such areas .
as security approval procedures and approval of ADP systems to handle
classified material.
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The "Minimum Requirements" outlined in this regulation should be
reflected in the model used to analyze the final system configuration.
Consequently, this regulation must include the requirement that the
model incorporate the minimum requirements as presented.
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SECTION 1V

CONCLUSIONS AND RECOMMENDATIONS

It is clear from the discussion in this paper that existing DoD
ADP system directives need to be updated to reflect the new
developments in computer security technology. As mentioned in the
Introduction, the directives recognize the need for updating when new
developments in ADP system security are available. With security
kernel technology now being used and being planned for use in a number
of systems, the fact that new developments are available becomes
apparent.

It is recommended that these three directives (DoD 5200.28, DoD
5200.28M, and AFR 300-8) be suitably revised to reflect the
state-of-the-art in computer security technology. This paper has
identified the major areas of revision, and appropriate changes have
been suggested. :

It has been recognized that security cannot be "added-on" to a
design. Many DoD directives influence the hardware and software
design cycle. While specific changes are recommended for the above
three directives, a general security awareness in all system design
and operations directives also is needed.




APPENDIX I

PROPOSED CHANGES TO DOD 5200.28

This appendix presents specific word changes that would modify
DoD 5200.28 to reflect the suggested additions and modifications
discussed in Section III.

SECTION I - PURPOSE

Part B3 currently states that systems that handle classified
information will, "with reasonable dependability", prevent
unauthorized access or modification. The phrase, "with reasonable
dependability", should be changed to reflect the addition of
certification requirements into subsequent sections. Two alternate
phrases are: '"with dependability", or "with certified dependability".

SECTION III - DEFINITIONS

Any additional computer security terms used in these changes must
be added to the definition list included as Enclosure 2. (See
additions to Enclosure 2 - Definitions.)

SECTION IV - POLICY

Part A states that each DoD component shall assure adherence to
the policies. This part could be changed to include a certification
requirement (e.g., each DoD component shall certify...); the
certifying authority is described in a later part.

A new part should be added to this section to detail the
requirement to satisfy the general access and special access
properties, and, in addition, the requirement to provide discretionary
and non-discretionary controls. This new part would read as follows:
"The security measures for ADP systems operating in a true multilevel
secure mode shall be implemented to enforce both the general access
and special access properties, and to provide discretionary and
non-discretionary controls."

In Part 0, the handling of Top Secret information by a contractor

ADP system is restricted to system operating in a dedicated mode.
This restriction could be modified to include the alternative of
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introducing Top Secret information to a contractor ADP system that has
been "certified as multilevel secure by a cognizant DoD authority."

SECTION V - RESPONSIBILITIES

To the responsibilities of the DoD component Designated Approving
Authority (Part C), the accreditation authority must be added. This
authority will decide if the system is acceptable, based on the
findings of the certification authority.

SECTION VI - MINIMUM REQUIREMENTS

A new part should be included on "Design and Production
Controls". This part would deal with software development in a
classified environment. The new part would be as follows: "8.
s Design and Production Controls. Adequate security controls shall be
provided to assure that the system security controls are protected
from subversion during system design and production."

ENCLOSURE 2 - DEFINITIONS
The following definitions should be added to Enclosure 2:

Discretionary Controls - a protection policy that may be
dynamically defined by the user.

Non-Discretionary Controls - a protection policy that, once
defined for an object, is unchangeable and must be satisfied for
all states of the system.

General Access Property - A subject will be allowed to read an
object only if the classification level of the subject is greater
than or equal to the classification level of the object, and the
subject is authorized access to the set of categories that are
assigned to the information. '

Special Access Property - A non-trusted subject will not have
read access to an object of a higher classification or possessing
a more restrictive set of categories than an object to which the
subject concurrently has write access.




APPENDIX II

PROPOSED CHANGES TO DOD 5200.28M

This appendix presents specific word changes that would modify
DoD 5200.23M to reflect the suggested additions and modifications
discussed in Section II.

SECTION I - GENERAL PROVISIONS

Part 1 - Introduction

The objective should be modified along the lines of the DoD
5200.28 changes, such as including the term "certified dependability".
The responsibilities outlined in this part must include the
certification and accreditation authority designations.

SECTION II - PERSONNEL SECURITY

Part 1 - Clearance and Access Controls

Although this part mentions the need for the proper clearance of
ADP personnel, additional information must be included on the
clearance and access controls during design and production. This
additional information could be included as a new paragraph within
this part, or the design controls mentioned in paragraph 2-102,
Operation and Operating System (0/S) Programming Personnel, could be
made more explicit.

SECTION 1V - HARDWARE/SOFTWARE FEATURES

Part 1 - General

This part discusses the use of a combination of hardware and
software to provide the ADP security protection. This part can be
expanded to include additional background information dealing with the
reference monitor and security kernel concepts. The major point to be
included is that "the concept of a reference monitor and the security
kernel as an implementation of the reference monitor, for mediating
all accesses of subjects (processes) to objects (data or files), is an
example of a technique to provide protection for material stored or
processed in secure ADP systems."
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Part 2 - Hardware

: The following paragraph would identify additional hardware
features necessary in secure ADP systems: .

"Additional hardware features must be included to provide
isolation of the protecti- mechanism and to provide the ability to
manipulate subject and oL, ct access attributes."

Part 3 - Software

The reference monitor and security kernel concepts should be
incorporated into Paragraph 4-301 - 0/S Controls. The following
sentence could be added: '"Such controls could be implemented through
the use of a security kernel implementation of a reference monitor
that mediates all accesses of subjects to objects."”

SECTION ‘IX - SECURITY TESTING AND EVALUATIONS (ST&E)

The goals of the ST&E procedures could be added to this section
1 using the following paragraph:

"To assess the overall security of the ADP system with a
procedure whereby:

- the vulnerability threats are identified;

- effective countermeasures are determined;

- the countermeasures are implemented in compliance with the
appropriate security directives and procedures for the
different classifications handled; and

- despite any unresolved security risks, the system still
provides an adequate degree of security."
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APPENDIX III

PROPOSED CHANGES TO AFR 300-8

This appendix presents specific word changes that would modify
AFR 300-8 to reflect the suggested additions and modifications
discussed in Section III.

PART 3 - PARAGRAPH C

The need for a complete and provably secure representation of the
protection mechanism should be incorporated into this part. Following
the discussion of the need for comprehensive testing, this sentence
should be added: "A complete and provably secure representation of
the protiuction mechanism used in the system must be developed for use
in deternining the adherence of the system to the minimum requirements
of this regulation."

PART 4 - INTRODUCTION

In the introduction to this part, words should be added that
explain the need for the system’s protection mechanism to reflect the
minimum requirements as set forth in this part. After the discussion
of the initial testing and evaluation, the following should be added:
"The protection mechanism that is developed for the ADP system must
satisfy the minimum requirements for internal system security as set
forth below."

PART 4 - PARAGRAPH H

A new paragraph should be added under "Minimum Pequircments" to
reflect the requirement for adequate controls during the design and
production phases of system development. This paragraph expands upon
the objective set forth in part 2.b(l) of the regulation. The
paragraph would be as follows:

"h. Design and Production Controls. Adequate controls are
instituted to assure that the necessary system security
controls are protected from subversion during system design
and production."
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PART 6 - PARAGRAPH A

A paragraph must be added to this part to identify the
responsibility for setting the requirements of design and production
controls. Since this responsibility is of a critical nature, it would
most likely fall under the Office of Primary Responsibility. The
additional paragraph would be as follows:

"(7) Establishes the requirements for design and production
controls necessary to assure the protection of security
controls during these phases of system development.”
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